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Audit and transparency mechanisms in
traditional markets -
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Reduce information asymmetry through
price publication

Disallow disruptive trading patterns -
Detect and prevent fraud & mismanagement g
Anti-money laundering -M_

Build trust in financial systems '

COSO Integrated Framework for implementing
controls to prevent, detect, and manage fraud
risk related to external financial reporting.
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Public blockchains and transparency

» Blockchains offer significantly more public
information than traditional exchanges.

» Clear transaction histories do not inherently
prevent fraudulent activities.

« Active monitoring and compliance mechanisms
are essential.

* Recent High-Profile Cases:
«  FTX Collapse (2022):
* QuadrigaCX (2019-2022):
* Crypto "Pump-and-Dump" schemes.
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Top 100 Richest Bitcoin Addresses

Address Balance

1 34xp4vRoCGJym3xR7yCVPFHoCNxv4 Twseo 248,598 BTC ($26,897,430,943)
wallet: Binance-coldwallet

2 be1qgl49ydapnjafl5t2cp9zqpjwebpdgmxy98859v2 140,575 BTC ($15,209,730,898)

3 be1ggdjqv0av3qs6jvd82tkdjpy7gdp9ut8tigmgrpmyv24sg90ecnvaajwwwe7 139,010 BTC ($15,040,430,512)
walb Bitf oldwallet

allet: Bitfinex-coldws
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#  Address Name Tag Balance Percentage Txn Count

1 0x00000000...03d7705Fa Beacon Deposit Contract 61,873,795.80668225 ETH 51.25143848% 665,291

2 0xC02aaA39...83C756Cc2 Wrapped Ether 2,854,132.76793474 ETH 2.36414152% 19,727,878

3 0xBEOeB53F...2404d33E8 Binance 7 1,996,008.36897868 ETH 1.65333804% 2,261

4 0x49048044...fAF74E97e Base: Base Portal 1,833,336.77872484 ETH 1.51859355% 1,101,936

5 0x40B38765...6e418E489 Robinhood 1.376,694.80331823 ETH 1.14034686% 283

6 0x8315177a...4DBd7ed3a Arbitrum: Bridge 1,106,089.31658547 ETH 0.91619833% 160

7 0x742d35Cc...e4438f44e Bitfinex 2 877,645.1461011 ETH 0.72697296% 25,103

8 & 0x0E58e899...893d9BfCD Upbit 41 778,046.29657817 ETH 0.64447302% 30,672

9 0x47ac0Fb4...507a6D503 Binance: Binance-Peg Tokens 554,999.05780194 ETH 0.45971804% 448

10 0xE92d1A43...8885226f Bitfinex 19 450,118.33054108 ETH 0.37284300% 544
% of coins First In Lastin Ins First Qut Last Out Quts
1.25% 2018-10-18 22:59:18 2025-05-14 13:55:53 5413  2018-10-18 23:19:26 2023-01-07 16:15:34 451
0.7075% 2023-05-09 04:42:20 2025-05-04 11:40:33 453 2023-05-10 09:16:11 2025-01-09 00:54:36 383
0.6996% 2018-08-16 20:00:29 2025-04-28 00:07:06 296 2020-02-03 03:43:14 2025-04-23 22:25:30 204




Linking blockchain and forensic audits

This research contributes to practical techniques for
analysing blockchain-based systems using process
mining and data analytics, with direct implications for
audit, regulation, and governance that can also be

adapted to differentframvm/
Blockchain -

Process Mining & Outlier Detection / _

based on smart contracts

COSO Integrated Framework
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Our methodology
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Learning about the data —
high-variance activities
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Learning about the game —
process models

Process model tree for
genetic clones of LilBub Kitty,
2017 — 2021, discovered
using Inductive Miner
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Dioscuri Balinese

Uneconomic transactions

https://www.cryptokitties.co/kitty/995907 - Parents
Dioscuri Balinese > Number of transfers = 1,684

Exemplary transactions involving Dioscuri Balinese:

Field Transaction 1 Transaction 2

Block 7217473 8601703 Chidran
Time (Local) 14-02-2019 23-09-2019

ETH Price 5.28 x 10 2 5.55 x 10 2

ETH Transaction Fee 0.27 x 102 0.46 x 10 2

Fee Ratio 5.19 % 8.29 %
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https://www.cryptokitties.co/kitty/995907

Social network analysis

Social network graph for transactions involving Dioscuri Balinese Kitty
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1. Market rule violations.
* Duplicate genetics detected.

2. Price manipulation evidence. é

3. Collusive trading patterns - tight-knit wallet network identified:

» Social network analysis revealed a small group of wallets engaged in
frequent inter-trading.

« Centralised transactions.
4. Transparency # Oversight.
5. Auditing potential

Key Findings O ©
o
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Future directions & recommendations

Real-time monitoring & alerts

Apply the analysis to other DApps on a scale - cross-network analysis.
Enrich behavioural heuristics.

Integrate On-Chain & Off-Chain using whitelists and blacklists of addresses.

Standardised dashboards for transparency.

o A~ W bh =

Policy Engagement - Self-regulatory standards for NFT platforms,
DeFi systems, and public blockchains.
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