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• Reduce information asymmetry through 
price publication

• Disallow disruptive trading patterns
• Detect and prevent fraud & mismanagement
• Anti-money laundering
• Build trust in financial systems

Audit and transparency mechanisms in 
traditional markets

COSO Integrated Framework for implementing 
controls to prevent, detect, and manage fraud 
risk related to external financial reporting.
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Public blockchains and transparency
• Blockchains offer significantly more public 

information than traditional exchanges.

• Clear transaction histories do not inherently 
prevent fraudulent activities.

• Active monitoring and compliance mechanisms 
are essential.

• Recent High-Profile Cases:
• FTX Collapse (2022):
• QuadrigaCX (2019-2022):
• Crypto "Pump-and-Dump" schemes. 
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Linking blockchain and forensic audits
This research contributes to practical techniques for 
analysing blockchain-based systems using process 
mining and data analytics, with direct implications for 
audit, regulation, and governance that can also be 
adapted to different frameworks

COSO Integrated Framework

Blockchain

Process Mining  & Outlier Detection
based on smart contracts

Visualization Tools (SN)
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CryptoKitties game overview
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Our methodology

Process mining 
project methodology  
(Eck Maikel,2015)
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Learning about the data – 
high-variance activities

+ 35 kitties 
with 135-1746 
off-market trades
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Learning about the game – 
process models

Process model tree for 
genetic clones of LilBub Kitty, 
2017 – 2021, discovered 
using Inductive Miner



TEQSA Provider ID PRV12079  Australian University | CRICOS No.00213J

B4ISE25 - Blockchain for Information Systems Engineering
June 17, 2025, Vienna, Austria

Uneconomic transactions

https://www.cryptokitties.co/kitty/995907  
Dioscuri Balinese  Number of transfers = 1,684 

Dioscuri Balinese 

Exemplary transactions involving Dioscuri Balinese:

https://www.cryptokitties.co/kitty/995907
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Social network analysis

Social network graph for transactions involving Dioscuri Balinese Kitty
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Key Findings
1. Market rule violations.

• Duplicate genetics detected.
2. Price manipulation evidence.
3. Collusive trading patterns - tight-knit wallet network identified:

• Social network analysis revealed a small group of wallets engaged in 
frequent inter-trading.

• Centralised transactions.
4. Transparency ≠ Oversight.
5. Auditing potential



TEQSA Provider ID PRV12079  Australian University | CRICOS No.00213J

B4ISE25 - Blockchain for Information Systems Engineering
June 17, 2025, Vienna, Austria

Future directions & recommendations
1. Real-time monitoring & alerts

2. Apply the analysis to other DApps on a scale  cross-network analysis. 

3. Enrich behavioural heuristics.

4. Integrate On-Chain & Off-Chain using whitelists and blacklists of addresses. 

5. Standardised dashboards for transparency.

6. Policy Engagement  Self-regulatory standards for NFT platforms, 
DeFi systems, and public blockchains.
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Any questions?

Thanks for your attention!

Acknowledgement:
We would like to thank the QUT Centre for Data Science 
for supporting this research through a travel grant. 


	Suspicious Activity Detection Using Blockchain Process Mining
	Slide Number 2
	Audit and transparency mechanisms in traditional markets
	Public blockchains and transparency
	Linking blockchain and forensic audits
	Slide Number 6
	Our methodology
	Learning about the data – �high-variance activities
	Learning about the game – �process models
	Uneconomic transactions
	Social network analysis
	Key Findings
	Future directions & recommendations
	Related literature (selected)
	Thanks for your attention!

