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• Many vulnerable IoT devices

• High volume

• Attacks follow attack patterns

• Attacks inherently sequential in time

Eg, Mirai malware

1. Scans for vulnerable devices

2. Infects vulnerable devices

3. Stays dormant

4. When launching attack, instructs 
device to perform Denial-of-Service on 
target

Attack Detection
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• Automation

• Meaningful Alerting

• Process Mining

• Machine Learning

• High Volume

• Time Sensitive

• Sequential Modal Data

• Pattern Recognition

Problem and Solution Space



TEQSA Provider ID PRV12079  Australian University | CRICOS No.00213J

ASPAI26 – 2nd Asia-Pacific Symposium on Process and AI

August 25-26, 2026, Pohang, South Korea

Target 
Pipeline



TEQSA Provider ID PRV12079  Australian University | CRICOS No.00213J

ASPAI26 – 2nd Asia-Pacific Symposium on Process and AI

August 25-26, 2026, Pohang, South Korea

• IoT-23 dataset

• Recorded network traffic from 23 IoT devices in 
laboratory setting

• Several infected with malware

• TCP, UDP and control protocols

• Traffic labelled at connection level as benign or 
malicious

Training and Evaluation Data
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• Case notion: network connection

• Activity notion: packet type + direction
• Client-to-server or server-to-client

• Model discovery (Inductive Miner + Alignment 
Estimator)

• Conformance Metrics relative to single trace
• Chi-Squared
• Earth Movers Stochastic Conformance
• Entropic Relevance
• Trace Probability

Process Mining Component
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Process
Model
(excerpt)
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• Machine Learning inputs

• Data features

• Source port, destination port, 
source bytes, duration, …

• Conformance metric features

• Chi-Squared

• Earth Movers Stochastic 
Conformance

• Entropic Relevance

• Trace Probability

Machine Learning Training
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• Training (i.e., process discovery) on 
benign files only

• ML model: Random Forest

Experiment Design

• Leave One File Out (LOFO) 
evaluation

• Use subset of 15/23 files (scaling and 
benign partition) – IoT-15-Light
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Results

Accuracy Precision Recall F1

LOFO Benchmark IoT-

15-Light

0.7748 ± 0.3004 0.6459 ± 0.4222 0.8481 ± 0.2896 0.6401 ± 0.3876

LOFO w PM Features 

IoT-15-Light

0.9559 ± 0.1232 0.8973 ± 0.2712 0.9993 ± 0.0021 0.9067 ± 0.2720

Feature Feature Importance 

Earth Movers 0.3651 ± 0.0522

Chi Square 0.3567 ± 0.0472

Entropic Relevance 0.2050 ± 0.0136

Trace Probability 0.0003 ± 0.0004
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Extension

• Full IoT-23 dataset, other datasets

• Expanded benchmarks

• Model discovery variation

• ML model variation

• Hardware footprint

Conclusion

• Cyberattacks on IoT devices inherently 
sequential

• Process mining can be used to 
communicate this sequential information to 
ML models

• Improved benchmark performance

• For subset of attack types

Summary
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Questions welcome
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